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National Digital ID

e-KYC / e-Consent / e-ldentity / Easy of Doing
Business / Doing Business Portal
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Recap: n158ugumaIaua1y Channel and Authentication Method azlsnla

a

Chat Call Center Customer Device

Face 2 Face

Tsidasnsontandns
wacHdnasUsenay
(Full Version)

(1+]
000 Login
oo pm—
o

N 00 _EMM
Finger Mobile / SMS Card Pin Code User/
Password

Citizen ID Passport
Recoanition



Infrastructure

Authoritative
Source

Identity
Provider

National Digital ID
Infrastructure

Identity
Provider

Authoritative
Source



System Properties

Blockchain and distributed messaging.
Decentralized.

Distributed.

No single point of failure.

No single point of attacking.

Not control by any single party.



Security

e Confidentiality Integrity
e Privacy

e Abuse Prevention



Confidentiality

e Data transmission is encrypted.
e Only intended party can decrypt data.

e | ogs do not contain sensitive data.



Integrity

e Data transmitted are delivered properly.
e Data stored cannot be tampered.

e Data transmission cannot be tampered.



Privacy

Platform does not store personal information.

Messages and Requests in the platform may hide source,
destination, and/or content from other parties in the
ecosystem (minimum 2 out of 3)

Anonymity: RP, IDP and/or User may hide their identity.

Anonymized data stored in the platform is resistant to
brute force.



Authentication Flow : Cross Channel

Channels and (applicable) Authentication Methods (AM)
may vary from one IdP’s to another, giving the
variety and choice of preference to consumers.

Technology choice is flexible with possibility for
new innovative technology, e.g. biometrics, mobile PKI, etc.

Reqgulating Body (e.g. EDTA) may specify the standard
. of each Authentication Method (AM) and specify the
“level of assurance” of each AM.

|dP determines

|dentity that
_PI'OVi d er the user was
enrolled
or required to use
another channel

designated
S€cured deyice



Information Request with Payment
Diartal’lD Platform
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Provider
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Architecture Design

IDP Application IDP Application Existing

Enterprise
Information

Systems

Digital Digital
Identification Identification
Platform Platform

RP Application

RP Application Existing

Enterprise
Information
Digital Systems
Identification
Platform

Digital

Identification
Platform

-
oooooooooooooooooooooooooooooooooo R R R R R EE R T
-

Decentralized digital identity systems. .
Each RP, IDP, and AS may be anodein : AS Application
a blockchain system. .
Information
Digital Systems

Identification

Platform



Platform Node Components

Digital Identity Platform
API (REST, JSON-RPC, etc....)

Identity API Request API Communication API Data API

Broadcast Group Point-to-Point Storage

Communication

Communication Communication

Local Distributed

M Sessi Network
Async Async Message on Sto Storage

Queue Queue Management Management

Secure
Communication
Module

Decentralized Management Trusted/Security Module

Trust Engine

Identity  Smart Contract :
Network : Trusted  Identity Pk
Management 00 | omment | Blockchain | Storage Storage Management




Communication Between Nodes

IDP

Application

Digital ID Platform

Identity Management
Orchestrator

AS

Application

Digital ID Platform

Platform Bus

RP

Application

Digital ID Platform

Communication

Comm Manager

-

Point-to-point

Communication
Distributed

Communication

Comm Manager

Secure Module

Storage & Caching

Key Management

Point-to-point

......................

Communication
Distributed

Communication

Secure Module

Storage & Caching

Key Management

Secure Module

Storage & Caching




Example NDID Node

Client Applications || Client Applications j Client Applications

A

REST-API

NDID NODE

State DB

Tendermint




Example Request

Send request to {namespace}/{identifier} [EE0L

{ns, id, request_type, request_message, min_ial, min_aal, min_idp, service_id_list, timeout}

send_rlequest 4 req_id

NDID NODE

State DB

2z

AS

Tendermint

4 {req_id, min_idp, service_id_list}




Blockchain distribute request message
to other nodes immediately

', Consensus ,
\ Key ’
~ ’

Se_L-" transferred in Distributed
Update response in Blockchain Messaging network Node logic store request message in

'
:
‘
:
1
! Encrypted message(*) is
'
'
'
'
'
'
!
1
1

g ——

i i Blockchain

and commit block using Encrypted message received - RP01 API Gateway

Consensus Key @ (Messaging Queue inbox) @ Send request for authentication to IDP01 Node

IDP01 API Gateway @ IDP Response back to platform Noae B iBron Node ID - RP01 POST Irplrequests/citizenid/{citizen_id} e
0 ' ul
RESTful POST Jidp/response %) Q) Restru % i Web Services
. Web Services ) Node Logic [request_id] Client
Verify User Client i Messaging
Queue

= Queue - ’)Cmsensus @ RP Call back
CIESED $3 e POST /Irp/requests/{request_id} RESTul

p RESTful POST /idp/requests/citizenid/1010000001/ Node logic read request message > Web Services RP .
5 »A . Server Application
~ WebSSerwces < from Blockchain and compare . pgerver
k erver @ IDP Call back with decrypted request message . S RP Node sees committed Block
_ 2] _

. . S Public Key Node logic encrypt request message with session key
Somchai @ Nsode -Io,?lﬁ try ‘_‘:‘ ‘I’_Ies‘vp‘ meseage Public Key Node Key (IDP01) and encrypt session key with target node (IDP01) Public key
@ érﬁ/s;:Keyey) i using Node Node Key (RP01) (Public key stored in Blockchain)

-

Sign response message . S
with User 'Somchai' Private Key 1 ? \
1
——_——— HSM ' 1DPO1 N
e’ N . PublicKey
’ ? \ ~ " .
1 \ Sa e
1
' Somchai Node Key (RP01)
‘. Private key + HSM Private Key
N .
~ -
Node Key (IDP01)
Private Key
User Key (for User Somchai) Note (%) :
Private Key Encrypted request message format transfer in Distributed Messaging Network

Session Key(A) I I Request Message

Encrypt with Target Node's Public Key Encrypt with Session Key(A)




Case1: RPx1orASx1 [2Keys]

Case2: IDPx1 [ 2+NKeys]

'@? NDID Server
D"@'Q (Physical)

Node ID - ARO1

Blockchain
| b

[RP]or[AS]

Node ID - IDP01

%3 NDID Server
55},,"‘,2 (Physical)

—

Blockchain

[IDP]

Case3d: IDPx1, RPx1and ASx1 [(3x2) + NKeys]

HSM

Node Key (for Node ID - AR01)
( K002 - RSA2048)

Key Type

1. Consensus Key - Use by Tendermint when commit block
- Private key use for the node to sign transaction before send to target nodes and Public key use by other party to encrypt transaction

2. Node Key

HSM

Node ID - IDP01

Blockchain 8
5]

[IDP]

Node ID - RP01

—

Blockchain

23 NDID Server
., (Physical)

Node ID - AS01

Blockchain
=

Node Key (for Node ID - IDP01 ) ?
(K004 - RSA2048 )

User Key (for User U01)
( K100 - RSA2048)

User Key (for User U02)
(K101 - RSA2048)

User Key (for User ...)
(K..-RSA2048)

[RP] [AS]
HSM
Node Key (for Node ID - IDP01) User Key (for User U03)
( K006 - RSA2048) ( K201 - RSA2048)
User Key (for User U04 )

Node Key (for Node ID - RP01)
( K008 - RSA2048)

Node Key (for Node ID - AS01)
( K010 - RSA2048)

(K202 - RSA2043 )

User Key (for User ...)
(K..-RSA2048)

before send to this node (In point-to-point messaging communication)

3. User Key

- Private key use for sign request/response transaction




APl 1.0

RP

Platform

POST /rp/requests/{namespace}/{identifier}

POST /idp/callback
** SETUP declare callback **

POST /idp/request/{namespace}/{identifier}
** call IDP callback as per declared™*

IDP

POST /as/service/{service_ID}
** SETUP declare callback / service **

Authen

POST /idp/response

Response USer

GET /service/{namespace}/{identifier}
** call AS service SYNC when authorized **

AS

g

RETURN request_id
<
POST /rp/request/{request_id}
** callback **
<
GET /rp/requests/{request_id}
**optional since status is already in above **
RETURN request_status_code
** optional **
<
POST /rp/request/{request_id}
’ ** callback **

** data return from AS **

GET /rp/requests/data/{request_id}
** retrive data **

RETURN data_list




Using Proxy

NDID Platform

National
Digital ID
Infrastructure



What got stored on
blockchain ?

e Proofs used by recipient of the data to verify truthfulness
of the data.

 Proofs ensure that RP cannot be lied to by IDP or AS
even in the case that they’re compromise, thus providing
secure and trusted infrastructure.

e Claims and Attestation (a confirmation). Signature and
hash of data.



No sensitive data on blockchain

e A request for user consent to get bank statements.

request_id: 'ef6f4c9c-818b-42b8-8904-3d97c4c52016"
min_idp: 1
min_aal: 1
min_1lal: 2
timeout: 259200
data_request_list: [{
service 1d: 'bank statement',
as_id_list: ['AS1', ‘AS2’],
count: 1,

request_params_hash: hash({ format: 'pdf' })]
b, aa

message_hash: hash('Please allow...")



Sensitive data transmitted via
private channel

e RP to IDP, RP does not need to know IDPs.

namespace: 'citizenid'
identifier: '01234567890123"
data_request_list: [{
service_1id: 'bank_statement',
as_id Tlist: ['AS1', 'AS2'],
count: 1,

request_params: { format: 'pdf' }

]
|

request_message: 'Please allow...'

min_ial: 2

min_aal: 1

min_idp: 1

timeout: 259200

request_id: 'ef6f4c9c-818b-42b8-8904-3d97c4c52016"



Demo

re7eal Merge pull request #1 from ndidplatform/add-docker - Latest commit 4d@3b3e 4 days ago
B as/examplel fix link service, ial 4 days ago
B docker update latest code and add as node configuration 8 days ago
BB idp/example handle when idp response failed 4 days ago
Bl rp/example check idp count 5 days ago
[E] README.md update readme 14 days ago

README.md

Run in Docker

Required

* Docker CE Install docker
» docker-compose Install docker-compose
e git

cd docker
./build-container.sh
docker-compose up

Then you can run idp-example at port 8001 and rp-example at port 8002
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Useful Links

e https://ndidplatform.github.io/

e https://qithub.com/ndidplatform

e https://app.swaggerhub.com/search?
type=API&owner=NDID



https://ndidplatform.github.io/
https://github.com/ndidplatform
https://app.swaggerhub.com/search?type=API&owner=NDID
https://app.swaggerhub.com/search?type=API&owner=NDID

