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: W.S.U.AUASDVUDYAdIUUAAA W.F. 2562

"Personal data" means any information

relating to an identified or identifiable natural person
(‘data subject’); an identifiable natural person is one who
can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more
factors specific to the physical, physiological, genetic,
mental, economic, cultural or social identity of that natural
person;

- General Data Protection RegulationgGDPR), EU

Examples of personal data

* a name and surname;

a home address;

* an email address such
as name.surname@company.com;

* an identification card number;

* location data (for example the location data function
on a mobile phone)*;

* an Internet Protocol (IP) address;

* a cookie ID*;

* the advertising identifier of your phone;

e data held by a hospital or doctor, which could be a
symbol that uniquely identifies a person.

. European Commission,
https.//ec.europa.eu/info/law/law-topic/data-
protection/reform/what-personal-data_en
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Implementation
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guidelines
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_ ISACI_-\ _ NIST Privacy
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ISOIIEC 27701-2019 wusUiuGaHsSu information security standards
- ua: information security management

o e
q1“t10931““a°ﬂ15 ISO/IEC 27001:2013
d1HSU Information Information security
Security Management Management
System (ISMS) System - Requirements
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a\l.h . Code of practice for information security - 5 PIMS-specific requirements related
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—— 27001 and ISO/IEC * 8 Additional ISO/IEC 27002 guidance

27002 for privacy information for PIl processor

Management - Requirements and
guidelines
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The COBIT Framework : Data Relevant P2
Business Objectives and Governance Objectives

»
« C/I/IA
¢ Compliance
Information « Reliability
* Assess and manage risks
 Ensure regulatory _ * Data classification
compliance MM ETe Gl « Define use of data/Data owner
Evaluate Organization ;
* |IT governance I I * Data Retention

* Manage data quality

RESOURCES

* Data privacy and security
consideration

* Ensure system security

* Protection of IT systems and
confidential data from
unauthorized users
 Exchange of sensitive data

-_— - 15
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NIST Privacy Framework

A Tool for Improving Privacy through Enterprise Risk Management

A
CURRENT

TARGET

The Core Profiles Tiers
A set of privacy Assess current state Provide a point of reference on
protection activities and set the stage of how an organization views

privacy risk and whether it has
sufficient processes and
resources in place to manage
that risk

and outcomes. "desired

Source: Preliminary Draft NIST Privacy Framework: A Tool for Improving Privacy through
Enterprise Risk Management (Privacy Framework) 16



Preliminary Draft
NIST Privacy Framework

Senior Executive Level
Responsibilities
Express mission priorities, risk

o9 e
H tolerance, organizational privacy
values, and budget
*  Accept/decline risk decisions

A
II Business/Process Manager Level é
Responsibilities

Privacy posture, ﬁ * Develop Profiles Tier selection
changes in risk, - *  Allocate budget and Profile
and * Inform Tier selection development
implementation
progress

deriving
benefits from data

Balance
managing &
risks to individual’s
privacy

Implementation/Operations Level

Responsibilities
\ Implement Profiles
( \ Monitor progress
Conduct privacy risk assessments

Figure 6: Notional Collaboration and Communication Flows Within an Organization

NOIllLVvYdHOdadaVvV 1102

z
o
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<
@)
z
-
=
=
o
@)

Source: Preliminary Draft NIST Privacy Framework: A Tool for Improving Privacy through
Enterprise Risk Management (Privacy Framework)
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ETDA

Cybersecurity and Privacy Risk
Management Relationship

Cybersecurity Risk = Likelihood x Impact NIST Cybersecurity Framework

Cybersecurity Privacy

Risks Risks Cybersecurity Privacy Privacy

Risks Breach Risks Risks

associated with loss . associated with
of confidentiality, privacy unintended

IDENTIFY PROTECT-P IDENTIFY-P

i i PROTECT DETECT )
integrity, or breach consequences of GOVERN-P
DETECT RESPOND CONTROL-P

availability data processing
RESPOND RECOVER © COMMUNICATE-P
RECOVER

Privacy Risk = Problematic Data Action x Likelihood x Impact NIST Privacy Framework

Privacy risks can arise outside the scope of cybersecurity risks.
18



Function
Unique
Identifier
1D-P

Function

Identify-P

Govern-P

Control-P

Communicate-P

Protect-P

Detect

Respond

Category
Unigque
Identifier
10.1M-P

\D.BE-P
ID.RA-P
D.DE-P
GV.PP-P

GV.MT-P
CT.PO-P
CT.OM-P
CT.DP-P
CM_PP-P
CM_AW-P

PR.AC-P

PR.DS-P
PR.DP-P

PR.PT-P
DE.AE
DE.CM

' Category

Data Processing Ecosystem Risk Management

Governance Policies, Processes, and Procedures

sses, and Procedures

Data Management
Disassociated Processing
Communication Policies, Processes, and Procedures

Data Processing Awareness

Identity Management, Authentication, and Access

Control

Data Security

Data Protection Policies, Processes, and Procedures
Maintenance

Protective Technology

Anomalies and Events

security Continuous Monitoring

ETDA

A B

18 ACTIVITIES

Identify-p (id-p): develop the organizational
understanding to manage privacy risk for individuals
arising from data processing.

Govemn-p (gv-p): develop and implement the
organizational governance structure to enable an
ongoing understanding of the organization’s risk
management priorities that are informed by privacy risk.

Control-p (ct-p): develop and implement appropriate
activities to enable organizations or individuals to
manage data with sufficient granularity to manage
privacy risks.

Communicate-p (em-p): develop and implement
appropriate activities to enable organizations and
individuals to have a reliable understanding about how
data are processed and associated privacy risks.

Protect-p (pr-p): develop and implement appropriate
data processing safeguards.

19
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Privacy by Design and Default

Ref: ISO/IEC 27701 Annex. A.7.4, B.8.4

WAdUAUUDadduuAna WUs:udawavoyadiuunna
(Data Controller) (Data Processor)
;
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ASatfivua:us: LUIana Jayanus:udawav:gn dvfu fholou uazrhang
\ unatnmsaouauana tuntsgtuns . UnatnmsnaunumsaouauaIUaowquawmo
wautaomunna

lwaZHuuZaJwauaIunnanauuUaonaumwsu
. umsmﬂouaooanuaomsmuuaua

. unatnmsmawuauanotusUuuuuaouauaou
la: Uauauou (metadata) S CollecBion ofparsohal

. unatnmsnaunumsaouauaIUaowquawmo Information
lwaZHuuZaawauaIummsmmﬂolc’ﬂoﬂunnaau * Using and disclosing personal « Confidentiality:

information in authorised data being stored is

Privacy

Security

manner safe from unauthorised
Protection of access and use
* Data quality personal
information/ < Integrity: data is reliable
* Access to personal and accurate
information

* Avadilability: data is available for
‘ use when it is needed
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ISACA Privacy Principles

ISACA Privacy Principles
establish a uniform set

of practical principles to give
guidance on planning,
implementing and maintaining
a comprehensive privacy
management program

in the context of the

wide range of enterprises.

Principle 1.
Principle 2:

Principle 3:

Principle 4:
Principle 5:
Principle 6:
Principle 7:
Principle 8:
Principle 9:
Principle 10:

Choice and Consent

Legitimate Purpose Specification and
Use Limitation

Personal information and Sensitive
Information Life Cycle

Accuracy and Quality

Openness, Transparency and Notice
Individual Participation
Accountability

Security Safeguards

Monitoring, Measuring and Reporting
Preventing Harm

Principle 1: Third Party/Vendor Management

Principle 12:
Principle 13:
Principle 14:

Breach Management

Security and Privacy by Design
Free flow of information and
legitimate restriction
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ISACA Privacy Principles

ISACA Privacy Principles establish a uniform set of practical principles to give guidance on planning, implementing and
maintaining a comprehensive privacy management program in the context of the wide range of enterprises.

Principle 1

Choice and
Consent

The data controller should:
= QObtain implicit or explicit consent, as appropriate and according to the corresponding regulation.
= Ensure that appropriate and necessary consents have been obtained:

* Prior to commencing collection activities

* Prior to using the personal information for other purposes

* Prior to the transfer of personal information to third parties

Principle 2

Legitimate
Purpose
Specification and
Use Limitation

The data controller should:

= Describe and specify the purpose(s) for which personal information is collected in the privacy notice
or other means of communication.
Align the subsequent uses of the personal information with the purpose(s) provided, as well as with
the consents obtained, and be in compliance with legal requirements for use limitation.

Principle 3

Personal
information and
Sensitive
Information Life
Cycle

The data controller should:

= Limit the collection, derivation, use, disclosure, transfer and retention and disposal of personal
information throughout the entire information lifecycle.
Minimize the personal information that is processed to only necessary for the purposes.
Retain personal information for only as long as necessary to fulfill the purposes or as required by law.

Principle 4

Accuracy and
Quality

The data controller should implement practices and processes to ensure that personal information is
as accurate, complete and up to date to the extent necessary for the purposes of use.

= Personal information that is used on an ongoing basis, including information that is disclosed to third
parties, should generally be accurate and up to date. 22




Principle 5

Openness,
Transparency
and Notice

The data controller should provide the following information to data subjects:

= (Clear and easily accessible information about its privacy management program, policies and practices.

= Accurate details in the privacy notice about the personal information.

= Ensure that the privacy notice is provided either before or at the time of collection of personal
information where practical.

Principle 6

Individual
Participation

The data controller should provide data subjects the following rights and capabilities:

= A process to request confirmation from the data controller about whether or not the data controller has
personal information relating to the data subjects.

= A process to provide data subjects with access to their personal information in an easy to understand
format.

= A method to validate the identity of the individual.

= A process to provide the data subject with the opportunity to challenge the accuracy or use of personal

information relating to him/her.

Principle 7

Accountability

The data controller should:

= |dentify privacy stakeholders and applicable legal requirements, and implement privacy frameworks to
support risk mitigation and legal compliance.
Analyze, assess and manage privacy risk throughout the enterprise.
Assign roles, responsibility, accountability and authority for performing privacy risk management
processes.

= |dentify and inventory personal information and business processes that involve such information.

Principle 8

Security
Safeguards

The data controller should:

= |dentify appropriate security safeguards, based upon identification of privacy risks, which align with all
existing information security policies and applicable laws and regulations.

= Establish security safeguards that include administrative, technical and physical security controls and that
address confidentiality, integrity and availability of information. 23




Principle 9

Monitoring,
Measuring and
Reporting

The data controller should:
= Establish a framework for measuring and monitoring the following:
» Effectiveness of the privacy management program
* Level of compliance with applicable policies, standards and legal requirements
* Use and implementation of privacy tools
* Types and numbers of privacy breaches that occur
* Privacy risk areas within the data controller
e Third parties that have access to personal information and the associated risk levels
= Report compliance with privacy policies, applicable standards and laws to key stakeholders.
" |ntegrate internationally accepted privacy practices into business practices.

Principle 10

Preventing Harm

The data controller should:

= Design the implementation of controls for personal information to prevent misuse of that
information, which can result in harm to the individuals.
Establish processes to mitigate any personal harms that occur to data subjects as a result of
privacy breaches.

Principle 11

Third Party /
Vendor
Management

The data controller should:

= |Implement governance and risk management processes and apply contractual, administrative
and audit measures to ensure the protections and use of personal information by all
associated third parties.
Require all third parties with any type of access to personal information to report personal
information breaches in a timely manner to the data controller.




Principle 12

Breach
Management

The data controller should:

= Establish a policy and procedure for identifying, escalating and reporting incidents of personal
information breaches to data subjects and relevant authorities, as necessary, in a timely manner.
Maintain records of all personal information breaches, remediation and monitoring the progress
until the incident is closed.
Implement remediation actions to prevent reoccurrence of personal information breaches of a
similar nature.

Principle 13

Security and
Privacy by Design

The data controller should:

= Establish an enterprise privacy policy describing the privacy philosophy for the data controller to
ensure the evaluation of the impact to the security and privacy of personal information.

= Communicate executive support for the privacy enterprise-wide roles and responsibilities during
the implementation of IT systems and launch of enterprise programs and operations.

Principle 14

Free flow of
information and
legitimate
restriction

The data controller should:

= Establish a framework to govern the transfer of personal and sensitive information outside of
the jurisdiction of the data controller to ensure the level of security and privacy protections.
Document the security and privacy protection requirements for the data processor to
implement within other jurisdictions.
Maintain records of all personal information transferred into and out of the data controller's
jurisdiction.




Phase [

Activity

Outcome

Assess Design

Us=iiuAnuLldgvuas
ADIUWSDUIUNIS
qQuadoyadduynna

JIVUNUNISDUSY
uWun1sdoaisuas
UIQASTIUNLAEIUDY

AHUQUIAsTIU
AsYaMsUoyauas
USH1ISADIWUUAY
Jananguovlolya

UWULOSYUWSDU

Case Study

Defined
implementation
plan

SstuWwans:nuv1nN GDPR
LA=DIUWUUIASANS
nivtnAdALa=NIsvYaNSs
(Technical and
Organizational
Measures: TOMSs)

UIaSAISAUASDVUDYA
douuynna NAovUHuad

Source: IBM’s GDPR Readiness, Data Responsibility

Transform

weuunguaauns
Jjuaua:inSovio
nodu

vaousu GDPR

WCUUNS:=UU
tuanueu:

Privacy by Design

wa: Security by
Design

Process
enhancements
completed

TOMs : n1ss:udoya
douynna Msvauuv
Js:an ua=n1svyans
uaz:pauladoya

Operate

tAs:3vauAY
JuavUaonansua:
nlsa:uiadoya
diuunnaqdy
yasnisnivinAdn
a:N1svans
(TOMSs)

dan1sANUIUYDU
wa=gnstunistyiav
Uoua

Operational
framework in
place

IBUtSUuaDUNIS
Jjuatsuaiu GDPR

Conform

tW1S=dv Us:Lou
01SJ9dDU S19vIU
ADUEDQAADVAU
GDPR

Ongoing
monitoring and
reporting

tWs=3vnsujuamu
GDPR ua:=sigviuwa
AMsUHUATRRDEdUTO
doutdgnvnmetuua:
MYUDNSUNSIU




A

WORKING TO A PLAN

ovAnsidinis
Us:udawa n1svqinu lia:
n1svamsdoyanaiuisn

s:ycdoynnald KSodoya
douunna
(KSolinu) K3olU

KgQ

(ndsucansel)

AKUQ

lINU

yovniu

duaaudaludanisfunisaa
s:gzDaN breach exposure

ArurKuauloulgIReAU Data
Governance 9gvls

NSAUASaYTaNadIUUAAADE
mefuyouavovnagnsfums
usKisSamisAWIdevadUla

—_——— o

rhub3svasignsdoyalia:
WQuadayaningadawv sounv
Jarnkuaaunns:10euagvls

Source: RSAConference 2018

Joyanauisns:ydd
unnaldadvnaoidu
yovAuNDAUWIUNTU

EU BvsouiivanAia:/

KS0gNYv
T5K3Soll

nagnslayavrnuAfsfu
nss:yliazaouausvIdomna
data breach

nagnslayovrunlzEugu3
nsignfivdoyadouunnal
AWIKU:EUIa:agNeldns
AJUAW

ovAnsvavriudnagnsiuns
USKISYaNISAIWIGEDN
ASoUAaUKSDIU

AuUD3SN1ss:y v0aau
AWEALY lla:daanuns
Jpuaawnns:10guagvls

AruldisSuNIsAuASOY
doyadduunnacu
GDPR 11d32K30l1J

RADWS

IA©dAU GDPR

ACUSOMSAUIEELOIN
AuANAUKSONSIHUE
mvlsiuasiugvagvls

AUTS1INISNS
Us:udawadoya
RondavK3olly

funstiund avAnsuov
nuvYaNISAU
nsUs:ITUADNUIAEY
agvls

Tunstiuna avANSYDY
nuYan1snu

MsUfUaaunAs:108u
ag10ls

Atuldus:ITuAd WIS

K&03IAS1:KIALIAU
GDPR 132130l

ANsaouauovIbaIna
IKQNIsadaziia (Breach
Response)

Data Governance

nsusaiiuALIdEY
(Risk Assessment)

ANSUSKISYaNTS
nsuuaaiungs:dgu
(Compliance

Management)

Us:zidunaguivoa
L]

uInnga
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L=

1796 ETDA (&)
doothv Transparency

jpplement (PDPA u. 23) (GDPR Art 12 Transparency) (ISO 27701:2019 “7.3.3")

3smsudvvdya dgrvvduanudv

(GapuANS:3U dalou Wy JayalfgIAURAIUALTDYA
AsunDU TUsola ua: up to date ansUdVUDYA
SULUULONEIV0IE Szg:DaHUN:aU thAuavrAdUAUTDYA
udvnodu KSpuru:zIAUTDYA JayalnednunisUs:udana

Customer data

n Organization data o LW8Uws Privacy Policy
o UURnSIEMISTioLacig @ U msiGunEoioua o Dulgulguazns=uduNIScIv aQ WU customer
HUJOHU'UE)\)GE)U:H S o Us-153 v marketing protocols / consents / Cooking /
v — . J o online tracking / Data Subject right
As>vdouuazvamitondls LU Form mMsuoAgugoUy g J g

dan DP Policy uazgnisnundiu

Privacy by design

o Umsoonuuuciu guidance principles

= Employee data
o HR JulguiguadsNMsUSKIsSYaNIsUoyawunuiu
o Uduadu ua:ulguiglngdnuiIsNIsdaNIsUoa

iy Data transfers to third parties
UovanAHWUNVIUNSIU

o Dulgulgua:znNs:udUMISCIY a LU data 28
sharing to other controller & processor




daehv Data Breach

Implement (PDPA L1051 37 (4) mMsuvyvliamMsala:Liadoayadiuunna)
(GDPR Art 33 mIsUYv Supervisory Authority, 34 NMISULYVLIVIUDVUDYA)
(ISO/IEC 277012019 “7.3.3")

uudnmomssuilonganAl Incident Management 16U

2. aduaudvlHansa:liadoya Pl tugu:

1. WAvav “WSUWQBDU” LLa:NHUQ “AS:tuduUNIs” LNednU AAduAudauala-Nus-UYanadaua

11 mssuvagigmsaziiauaya Pil « 21 asJIvadULHOANMUINALIAUNISa:LTadDYa Pl K3olU

12 MsvamuunnHansa:ztiadoya Pl

e 22 mmﬁ'a:)ﬁumsa:lﬂoﬁaga PIl TRAWdunms

1.3 MsuvvLEDURNNLNEITDY - 221 udoldiou

1.4 mswawwedoyacio authorities « 222 SarmbuinKaa:iiadoua Pl

= Jarua:zuvAuldns=udums Data Breach = Jduaoumsiiusnuiua:
U NMS19vIU ASYANS MSUATUUTYR damsi1gviu Data Breach
h pAS
=  Jduadulunssigviu Data Breach *  fKuQUUADUAISSIYVIU Data Breach

{HHUDgVIUANAUQUA MYlu 72 BoUUNCNSIULKQ AMOUDVANS ETDA __1-‘-_-[.

SHLAS B



a Microsoft facebook

aog10uudUHUG

UDY 4 USUNONUTHLJ

aWS Google




Microsoft @ Microsoft

3SN1SSUJD GDPR uUdv Microsoft

s:uydUWanuiSauav GDPR

29n a self-service privacy portal d1ssuanfmwouadunuazavdayadruynnanidairsuusnis Cloud
ashv Data Inventory Udyadduunna

tSlasvasowugiutioasv data schema tHtuunasgiu, Meddusdatudaua:godutdutsuvieanududiudd
nunaula:MKEUaUIasTIUUTsvIgMISIAUSAVITILATUSSADS:UULA:WUSDAS / Swwaneloas
Sulaaaasdiv a itAesdov 15U WnaisnvinAla JrurdINIsiusNIsav a tanandavmu GDPR

assvasudamnuanulludiuchuovdoyata:msasivvaniHualumsujudou As:uduMsIado

0 Training ua: Workshop tHaunuviu

Samisduuu, workshop oaulad 1WopUSUWUNVIUDAKNAMEIUUSYN AA1 ua: Vendors

Ja Train-the-trainer programs |WalWUTQAWEWNSAIRAURLBYIBITYIAWI:AU

amwaaissiga:ldgalu:uihnstduiunaanntunua:=usnis Iwonisuguaaiu GDPR



UsuusvdamKuauavnnaududdiudd

v Ao "Nunaiv” NUS:NDUNY S:QUWUSHIS, 1uavlUsunsY Privacy WYQN1saU Privacy wa:We3mAdnssy
IWor framework AAsaunauulgulg, As:uduNIsnNIvLNAdA, Tasvasivwugiuua:us:aunisaiuovganA

(Customer Experiences)

avhuaulnAluladixy

v asiws:uudaluda walduuhasgiutRaudoya thidgnisAAuquavisdu

dlDg1vn1sNIviu

+ tW8Wsunsu Power Bl LWoAJUAU GDPR Workstream Dashboard
IWDIHNISNIvIUuUDvNULGDUTYVAU

« dwLaanaasmvolnalaAlu Service Trust Portal
IWolHALU:LNLAgIAUISAISYaNISUDYadIuUUANAUUAAIIA Ua:
ADUSLISDVUNASITIUADIUUADOAY NaDQAaDVNUNISIBVIU Microsoft THAUgNM



Facebook
3SASsSUiJ® GDPR udv Facebook

1.  MVIUSHUAURBEIBINYIWDDDNIUU Privacy WaaATUAUavUSEN
(Privacy by Design)

- JAuvIUGU Privacy nUS NDUQDY wwaazﬂfymumo q NVIUUS=N
U KUdgvIUMAU (regulator), policymakers, wws:mmmunmumduaaum (privacy
experts) ua: Un381n1sonndlan lwatwaaammnnnauns1unouumaumsmluums
UDouuSun scufivsSudoldauduu:ua: u1u1wcuu1lsaomsUnUaouauaaauunna

- WaJuIms control ua: deSIgn prlvacy Qaoqan
Ioaaonummsnmﬂaaaua n‘l\)‘lUSDUﬂUNlUUDU’If\J
v designers, developers, privacy professionals uas regulators

- Wauun design |?r|vacy AUKNAOANUNUDVUSUN CI\')IICIUUCIDI.IIISﬂCI'IIJ
AmMuu:thyaoRidedvIaucv a
lu Data Protection, Privacy Law, Security, Interface design, engineering,
product management ua: public policy Taginu privacy unpvusdniaiinisniviuiu
HanHaheDAHaGlunnduaauuPYMSWUUINAQATUN
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Facebook
3SA1SsSuUiJo GDPR uav Facebook

2. USuusvdamHuauavAuLludiudd

 filHuQ Privacy Principles LWaGUOvIRAIGVIUIANSWWAVTDAHUQ
A WLuaucuazNsuidoyauovriGuIuiuiguIu
LWDTHNSIUIN Facebook whiivANULUUdiuduavridoiuevls

« WanstumsnduAUAULTUE UMLARIGVIU

. 2onuuuanUluddudaiunaaitunuovusdndoudduasuusn
«  WIBVIWAWISNAUTDYAUDVADLVIA
 PnsuUsudsvdonikuaaasaal iHnuale asanaovnu GDPR

 ugdavtklku31 Unsm privacy policy Algaiiala
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Amazon : AWS (Amazon Web Service)

UijTﬁcnu GDPR, EU-US Privacy Shield ua:gormudasiguadu wu
Hanassanussmua\) CISPE (Cloud Infrastructure Services Providers in

EU) lWDSUSE)\)Z)"I duAIUSNISUDY AWS aoandovnu GDPR ua: UE)Uf_]UC'IDU q

5NAY WU ISO 27017 Jaaanseuavaa1dq, ISO 27018 axrwiludauddilu
s:uuna1Na

duaoui AWS ims Comply a1 GDPR

" MSS:UUoULUQ FD'IUSUNOUE)UUE)\)I’/:ITHUSF]’IS
(USﬂ'lSIF]S\)aS’l\)WUU’IUS uuna1dqQ)

= Qs2vdduUUIasSMISNIVINAUA wa:usuuntknuags
ognoaulaud

*  MSIuDUSMISIianA — LWalRanandoviu GDPR :
*  ADUAUMISLONEY : HQuas:uu N3 Application Ahiiv
»  Gamuua:uufinnistuasuundav
= WNSHA (MsLtnsHavdoyauu AWS)

=  JalkU Framework msujuamudamKuaua:z:uiasgiu
auAUUanane 1wu ISO 27001/9001, 27017/27018,
C5, AWS TaV TRUST IT

dWs$s

\./‘7

S:Uan5uavUdVUDYA
uoomaumss:ﬂuauaouaua (Data
Breach Notification)
J3Sn1sAdUAUNISSITHA, AovurMetu 72
YU, MSAIKUALUONTIVIADVUDIY
RUDgVIUAAU, AURTASUWaNnS:NU
ucvavknnFhaunlavioya (DPO)
Js:ijuwans:nuudvmisunUovloya
(APIA)
AHUQdanavmMsUs:udanadoua
(DPA) laglawr:nislbudayadiuynnaid
MyudnlUaLASYINYYIsU
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Google

SNMSSUUD GDPR udv Google

DWLQQ terms Wa: contractual protections

N1 Client Checklist

lasuasionisi Safeguards tRudvusvuINIU

U Incident Response ﬁsao§Ul3a1lﬁOlHq AYANAIU
asonAwlUsolatunstuoyauodvnis (User Transparency)

SUNSSUSDVU Privacy Shield s:quaina wsu EU-US Shield
lLa:u1asgIudInasnu A

O VA WwN = Ul
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DWLAQ terms ua: Go
contractual protections

= WLQQ terms HaoandovAunNtUNULa:daUvAU tHRLUUUDUU
LWDTHANISTHUSNNS duAIlLa=zusni1sclv a uov Google DRI
nuauge

= Publisher ua: Advertiser GpoUfUaMWKANLATUAN
Google AMKUQ WU MSEANMVUEuyDUOIU EU User Consent
Policy uov Google ua:nsuanUTUEDUNNKWIG EEA d1HSU
AMslwuauLa=NSt8 cookies uuldUTsAUa: Application

gle
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N1 Client Checklist

key area NAovAdvfivolunisni Checklist 165U

" HU2YVIUYDVMUTMSSUSDVANUTUSVIAUDONTS
(User Transparency) lla: msmunumsluuauaamols
Nulaosulgus: lﬂnuaouauanlﬂUHsaIu wa: LﬂuIUlwaEHs

*  DVANSUDVNIUIBIENSTRAWBUYDLAgNGDY
(Right consents) HSdll (W GDPR, Google EU User Consent
Policy)

. msuunnmsnomuaaﬁ‘w (User preference) ua:
AStKAUEUYDU mlUus uunnma\)Hsatu

. ﬁ3's'msuano!|-|Hu:w\numnumunauuw ua: Partners uovniu
IRUTAgvls I nmutduKudgviunudafisua-Iauuamu GDPR
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1asuasomismii Safeguards Google
tRudvusoundu

YatKDIMSSNUIADIUUADONY :
= UpviuAD1wdanangudvlinyansdunaUDVANS
»  wcvAviusnuAwlananslaglawl:uaziusnuindududiudd
»  JatRdms audit agoalitaus, Wuls:51U TagRasivasumeudn (3¢ Party Auditor)

pUnisn Incident Response

» 1aSgUMS Advanced Threat Detection ua: Avoidance Technology
" HAHDTUSUASUNISYONISADUAUDVCIDIHANISTU La:AYANAILCIIY €
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asiwAdWtUsolatunstuoyaudvNtEuIU
(User Transparency)

» aswanulusolainernunsidioyatuuAluuan

» 1ag Google yppuNQ (permission) WdlnstddayatWansuuaunuazuaavanulusoia
LUU real-time WU “Why This Ad”

> Google D:UVVRIBVIUWIU Google Account 31 UMSUUNNUDYAUDVRIBD:ISUND
(WiBo:awnsanduUAUNISIGUoadiHSuNsluyaulQ)

§usovmU Privacy Shield scGuainadu a 5a

LU MISSUSDuNEIa EU-US ua: Swiss-US Privacy shield

lla:E'J'\)ﬁ‘ImUU‘msg‘luSu qQ wu I1SO 27001 (Information Security Management)
ISO 27017 (Cloud Security)
ISO 27018 (Cloud Privacy)
SSAEI16 / ISAE 3402
FedRAMP

PCI DSS (Payment Card Industry Data Security Standard) 20



LVIWDVUDYA

WUs:NDUMS
S19Lan

WUs:NDUMS
S18THEY

AASY

ﬂ’ISlCISUIJFID'IIJWSDIJSB\)SUETISU\)HU!U PDPA

SDIJI’I\) Law com mulnnguuwauuau

As:=KUNTUNSUDVCDLDV

. muonounmnHmnuaownmaauao
. daruuduguamudamKuatinsniu

* comply 01U best practice Andsd:10uU
. L'J'ﬁ\)"nternal audit ua: external audit

AdvfionARUIBALAEITDY T08laWDE 18D
* NU.SSNSSUY NADVUNTUIHADOAADY

« Data governance m&ta AU.GWSs.

« mstawaioyanu au.Usyau1dansy

« UHuamunnHugDE1vLASYASQ
* meet International Standard

ANSMIV U5 INATQs:HI0
Regulator ningadov
DusvanArguazNUU woasw
ADIUBALOU LazAIUEDQANAaDY

Law enforcement
maouuZaanUuIUlwa

nunsaaansuuwumu
uaoUs.zﬂuu Wwuns:1Auaunds uas

lifiatHiAadadNa
domsiéiviavov Technology
ua: INNOvation
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THANK
YOU

www.ETDA.OR.TH
Facebook: ETDA Thailand
Facebook: Surangkana Wayuparb
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