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SEC

Why is the IT risk mitigation important?



I Global Risks

Top 10 risks in terms of
Likelihood

Extreme weather
Climate action failure

Human environmental damage
Infectious diseases
Biodiversity Loss

Digital power concentration
Digital inequality

Interstate relations fracture

Cybersecurity failure

Livelihood crises
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Top 10 risks in terms of
Impact

Infectious diseases

Climate action failure

Weapons of mass destruction

Biodiversity Loss

Natural resource crisis

Average
| 4
3.40

Human environmental damage

Livelihood crises
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IT infrastructure breakdown

Impact —

4

Likelihood —

Geopolitical ‘ Societal ’ Technology

Backlash against science ‘

2 4

Price instabilit

Perception Survey 2021 ReSU"IS (Source : World Economic Forum)

Infectious diseases ’
@ c:

Weapons of mass destruction

‘ Biodiversity loss

’ Natural resource crises

Debt crises ’ Livelihood crises

IT infrastructure breakdown ’ X “

' Cybersecurity failure
Interstate conflict

Prolonged
stagnation

Social cohesion erosion
Social security collapse .
0 Involuntary migration

@ Interstate relations fracture
Asset bubble burst ’

&> Resource geopolitization

Public
infrastructure
failure

State collapse ’ Youth disillusionment

L 2

Geophysical disasters

{}Aaverse tech advances
Commodity shocks

Tech governance failure

v ‘D‘ ital inequality
Muitilateralism collapse g i 7

Industry collapse

’ Mental health deterioration

4 Terrorist attacks

llicit economic activity

A

Average
3.28

. Digital power concentration

imate action fallure

’ Human environmental damage

. Extreme weather
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I Security incident caused by 3" parties

Software vendor hacked causing security
backdoor deployed on more than 18,000

of its customers.
= Q INSIDER won ()

Here's a simple explanation of how the massive SolarWinds
hack happened and why it's such a big deal

Online trading platform provider’s service
meltdown causing number of broker houses
customers unable to send online order.

The streaming services for trading securities were down in the marning session
of December 23, 2019, causing investors to be unable to trade.

9

According to the reporter, all streaming services provided from security
companies were down this morning due to technical problems from

i Thai securities trading firm being hacked
' g due to lack of software maintenance

by 34 party

data. As oroof of their claims

https://www.databreaches net/thai-securities-trading-firm-goes-offline-after-cyberattack/
~

_ https://www.kaohoon.com/content/332537

esharing sites some of the data they ciaim 1o have exfitrated




I IT risk management framework/standard

Tactical

/N

Operational ISO 27001
Strategic : COSO/COBIT :
B : ® i = =
£ Control Environment O Meeting Stakeholder Needs E  Confidentiality = |dentify
& : ®©  Covering the Enterprise S e
E eI EJ End-to-End 2 Integrity % Protect
E Control Activities (I__r) éfaprlryl/;r\fofk&ngle Integrated S Availability |_O Detect
Info. & Communication — O
8 — Enabling a Holistic Approach R Cé) Response
O  Monitoring Activities % Separating Governance O Recover
O ¢ from Management N

> >




Need to change mindset : Protection is not sufficient

Cyber Resilience
framework

Identify

Protection

* The Question is no longer “IF” but “When”

Detect Entity often fails to prepare for what to do when an attack succeeds.

Respond

Need to change mindset, focusing on cyber
resilience not cybersecurity

Recover




SEC Financial businesses under the SEC’s supervision

130+ Entities

Digital Asset

Business .
]

Crowdfunding
Securities/Derivative

ICO portal

/ LBDU
Asset/Fund
management

Brokerage



Regulator’s role

Facilitate

innovation . _ _ _ _ _ _
* How easy is it for service providers to experiment with new ideas and mechanism?

@ * Are enabling laws and regulations in place?

Mitigate risk to

trust and e Do we understand the market as it evolves? :
confidence i
. . » How can we use technology effectively? :

Promote o _ .
competition  How easy is it for new business to enter the market

=r® * Do consumers have the information to make informed choices?

/ * How easy is it for consumers to switch service providers?




SEC
Our vision is:
“The SEC is ready to embrace changes and develops a

sustainable capital market and economy for the benefit of all
stakeholders”

Our mission is:
“To assure conducive environment for a fair, efficient,
dynamic and inclusive capital market"



SEC Strategy Plan : 2021-2023

Digital for
|nwugnsatans n.a.n. U 2564-2566 Capital Market

1 * To leverage
$1. SUSTAINABLE CAPITAL MARKET digital technology
4 to enhance
STRE(':“%:E:;Y i G V1 | S2. FINANCIAL WELL-BEING B IEES EEEE
RE NIN ' -
iasuanwndouna:nsiauln * Central Digital
vouIAsSuInving ”‘ Busainta S-SPECIAL SUPPORTING LIQUIDITY Infrastructure is

S$3. SMEs & STARTUPs GROWTH AND FINANCING
also developed
RESILIENCE

5 iig ; S4. ENABLING REGULATORY FRAMEWORK & CONNECTIVITY for Capital market
assINgUNAzAULIBaND waldnasisouloe | o0 |  FRAMEWORK & CONNECTIVITY participants
IWOﬁa'\ﬂr]UlnunU\‘UU S5. DIGITAL FOR CAPITAL MARKET .

« Capital market

supervision is fair,

reliable and
wuuosdinsiVun¥ [  RESILIENTWORKFORCE | RESPONSIVEREGULATOR | REFORM OF SERVICES responsive to cyber

EmEmEE 0 T T IEenemney vy 0 owe el




SEC Cybersecurity Strategy for the Capital Market

Regulation &
supervision

Provide regulation &
guideline to capital market in

managing cyber risk

Perform supervision &
inspection to assess the
quality of cyber oversight &
risk management

Maintain situational
awareness / cyber
intelligence through various
information sharing groups

Collaborate with industry to
share information

Competency &
capacity building

Build competencies and
capacities and collaborate
with industry to uplift
cyber resilience

Incident Response &

Cyber Exercise

Build incident response plan
and conduct cyber exercise
in capital market with
industry




| SEC Supervisory Framework
Obj: To Build the Cyber Resilience in the Capital Market

()

(o)

@) ()
Establish Engagin IT Security
?:t;gr%rgﬁgrrg Participants Audit
» Cyber resilience | | ° gﬁairr]ii:gg & » On-site inspection
. gzmeer\\’/vizz:( * Regulations &
guilzleline Y gxlgellnes & * Closing IT risk
a
* Risk assessment * Audit program . %fg-site
(SAQ , . E i monitoring (SAQ :
p?‘?;r%fnme" Cyber Resﬂlgence
* On-site Assessment
inspection audit  Technology Framework)
program guide
Off-site * IT governance
Rl * IT risk mgt.
monitoring tool . C|;Iusd e
computing

(0a)

Builds
Competencies &
Capacities and

0

Collaborates

« Capacity building

* Incident response
plan

 Cyber exercise

* Information
sharing

LBV



2. On-going
supervision

SEC Information Security Supervisory
1. Formal application
0. Pre-consult N o
 Not mandatory  Final document review

 Opportunity to clarify the SEC
expectations before the formal
application process

Interviewing IT staffs

 On-site audit for activation
(depending on the type of
» Provide feedback within 2 weeks businesses)

(approximately) « Duration depends on the type of

business

« Offsite Monitoring

* Onsite Inspection (IT Risk
Supervision)

B 13



SEC Example of Process Timeline
(Digital Asset Business)

Formal application submission On-going supervision

Business starts

Day 1 Year
X+1
o SEC Board Finance (Year X)
Appllc.;atl.on Approovae:l Minister
submission Approval I
Activate within -
90 days ] 60days f !

180 days

3

1 Onsite + Offsite supervision
e.g. report incident

Pre-consult

_ Issuance of Onsite Audit &
Document Review License System review

[ IT Audit +
: Penetration test
i —

Year X Year X+1

B 14



IT Risk Supervision
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SEC

IT Governance
ISMS

/TR
150

ISOIIEC 27001:2013

COBI'lg

International Standards

+

Framework for Improving
Critical Infrastructure Cybersecurity

NIST

National Institute of
Standards and Technology
.5, Department of Commerce

Relevant national
regulations & standards

IT Risk Supervision
O onfidentiality

“ ntegrity

O vailability

Sor Thor. 37/2559

RULES

in Detail on Establishment of

IT System

Nor Por. 3/2559

GUIDELINES

for Establishment of

IT System

COBIT 5: 1. Governance Framework 2. Risk Optimization 3. Benefits Delivery 4. Resource Optimization 5. Stakeholder Transparency
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Supervision : SEC performs Supervision & Inspection

Offsite Monitoring

Inherent risk assessment SAQ
* High ]_ Onsite inspection within 3 = Provide tool for securities firm to self assessed its
* Medium years — IT security maturity level if it is commensurate with
* Low E the level of inherent risk

MRS  (similar approach to FFIEC SAQ)
Starting from Q2/2017, = Scheduled to launch an offsite SAQ in Q1/2019
still ongoing ...

Cybersecurity Risk/Maturity Relationship

Inherent risk levels

>

Innovative

Least Minimal Moderate Significant Most

Coverage
ﬁa = Stock exchange R | —
= Brokerage firms =-
= Asset managers
» Mutual fund brokerage

Advanced -
Intermediate -
_—

Evolving

Cybersecurity maturity level
for each domain

Baseline

Source: FFIEC Cybersecurity Assessment Tool User’s Guide (June 2015)



SEC On-going Supervision * Offsite Tools

) T(.) EUIEL it Con.d i e B0 G Notification * [T incident  To report of significant IT Incident
Licensed Corporations,

which allows TH SEC to keep eyes on
soundness of

» Toallow SEC to promptly update the situation
 To provide sufficient information for SEC to take

(1) Risk management appropriate actions
(2) Internal controls Annual report™* * IT Audit report * To identify security weaknesses
(3) Compliance functions « Penetrationtest < To assess effectiveness and efficiency of
(4) Incidents management report information security management
* To promptly implement any required Self-assessment « [Tand « To raise awareness on security controls
actions in responding to the rising risk. (QCueRsAtig)nnaire Cyber Security . To understand inherent risks and residual risks of

each entity

**For high-risk businesses i.e. Digital asset business operators

B 19



D; Offsite Tool Cyber Resilience Assessment
SEC Siie 1001 Framework (C-RAF)

C-RAF Process overview

0

% Assess Inherent risk level (low/medium/high)
Inherent Risk Assessment ¢+ Determine expected maturity level (Baseline / Intermediate / Advance)

0’0

K/
0’0

Perform maturity assessment for relevant components
Determine current maturity level (Baseline / Intermediate / Advance)

’0

D)

)

D)

*

If Actual maturity level is lower than the Expected maturity level,
Improvement work then the entity should formulate an improvement plan, endorsed by management

I 20



sec C-RAF : Inherent and Maturity Level Assessment Sample worksheet

Inherent Risk Assessment

Inherest risk assessment Level 1 Level 2
PR = 1.Designated members of management 4.At least annually, the board or an
No | Descriptions | Unit of measurement g & V.
Categorv 1- Technol are held accountable by the board or appropriate board committee reviews
EETrfa] ber of ny " - No. of e an appropriate board committee for and approves the institution’s
1 o num Ol INTernet service 0. Ol COonnecoons

provider (ISP) connections (including

. ) ) information security and business
branch connections if not aleased line),

~ ntinuity programs.

implementing and managing the E cvbersecurity program.

which are connected to the coporate
2 Total number of point-to-point No. of private leased line connections.
connections vialeased lines or private
connections technology between the e
company and external parties (including

service provider, customer, business

2.Information security rj
discussed in manage:
when pro

events or ri

5.Cybersecurity tools and staff are
requested through the budget process.

3.Management provides a written
report on the overall status of the
information security and business

3 Use of wireless network access. tion of access points for guest and

No. of staffs who can get acces corporate
to |resourcesusing non-corporate device or
Mobile push mail

laptop/PC

Removable storage

Others

Total of staffs who are teleworkers or use |No. of teleworkers

company provided mobility device.

Non-coporate devices (Ph
not owned by the company)
connect to the coporate netwo

Application permitted for BYOD access. |Type of applications

LW




| Inherent Risk Assessment from SAQ

. R . Track records on cyber threats
@

(5 49) ﬁUQAA

Technology (12 )

—
Internet BYoD CLOUD

@~

Business Size (6 99)

& G

Product & Services

(2 49) Jasd

§ < 0 Delivery Channels (5 49)

e APP

(£

. 02



SEC

5 phrases for onsite audit

Theme Selection

Select high profile
themes for the scope of
inspection

E.g. high inherent risk

Risk
analysis

Analyze the

risk exposure of the
regulated entities to
the selected themes

Select
sample

Select sample by
risk-based approach

Onsite

inspection

Perform onsite inspection
including interview,

review of critical systems
and document inspection

Gap
identification

|dentify the control gaps
and recommend the
regulated entities to
apply additional controls /
enhance existing controls
to fill up the gap

. 04
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Objectives:

 To ensure soundness of business and IT
practices against reference standard or Risk assessment
requirements

Surveillance audit period

 Evaluate adequacy of IT risk management > 5 Years
process against IT security and cybersecurity
 Evaluating the internal control procedures
established by licensees
3 Years

Medium




| Scope of work

Area of Control Basic Intermediate | Advance Total
Control Control Control
1. IT Governance
2. Information security policy

3. Organization of Information Security 9 18 7 34
4. Human resource Security 8 1 1 10
5. Asset Management 11 9 2 22
6. Access Control 16 7 4 27
1. Cryptographic control 4 5 2 11
8. Physical and Environment Security 12 4 1 17
9. Operations Security 25 23 4 52
10.Communication security 23 11 6 40
11.System Acquisition, Development and MA. 16 3 12 31
12.IT Outsourcing 10 4 14
13.Information security incident management 8 12 1 21
14.Business Continuity Management 8

.ﬁ-““m



| How to gather data?

Interview Documentation ROl (o)) Re-perform

™ ®

——

! ﬁ )
- S

___ by



| Gap Assessment
_ Medium

1. IT Governance

2. Information security policy

3. Organization of Information Security

4. Human resource Security

5. Asset Management

6. Access Control

1. Cryptographic control

8. Physical and Environment Security

9. Operations Security

10.Communication security

11.System Acquisition, Development and MA.
12.IT Outsourcing

13.Information security incident management
14.Business Continuity Management

28



Regulation : SEC guides firms using rules and guidelines

R Guideline & FAQ ..

Regulation
0 Requiring firms to implement risk management
and control proportionate to risk

Set out key principal objectives

ﬁa Governance of
enterprise IT
Cyber resilience
* Identify, protect \ Addressing new trend
m Detect, respond, ‘ * Cloud computing
e and recover « Teleworking
 Cyber exercise « BYOD

* Vulnerability assessment
and penetration test

Notify SEC of
security incident

I
I—
Set out supervisory expectations on good practice on IT risk

e

&N
&

T

Guideline
Safe harbor on

implementation to meet

objective

BoD & high-level
management oversight

Business resource

IT audit

NOTE: The SEC is in the process of issuing good practice/manual with regard to IT governance,

cloud computing, and IT risk assessment.

:Q:

[V’?__:ﬂ]

FAQ

Provide frequently
asked question

Operational controls on
|dentify, Protection,
detection, response, and
recovery

e O )
ﬁ,a IT outsourcing
]

P



SEC IT Risk Supervision

Chapter 1 Chapter 2
Governance of Enterprise IT IT Security

* Organization of information security
» Roles and responsibilities of BoDs and senior

* Human resources security
managements

» Asset management
* Policy on the governance of IT, including

. * Access control
- IT risk management

- T resource allocation and management » Cryptographic control
- IT security  Physical and Environmental security
« Policy communication * Operations security

: « Communications security
* Internal control for IT operation

 System acquisition, development and maintenance
T outsourcing

* Information security incident management

* Information Security Aspects of BCM



IT Governance



—Y—T=l Chapter 1: Governance of Enterprise IT

Tone from the Jop

[Roles and responsibilities of BoDs** J

Approve the IT governance policy Board of Director
Reported on the conformance of Ask for approval ’ Senior Management ‘ Report

the IT governance policy
Communicate Establish operating

" Review policies
policies procedures

Draft policies

Reported on the evaluation of incident

response test
IT resource

management policy IT security policy

IT risk management policy

Evaluate, direct, monitor for effective

Governance of Enterprise IT « Risk identification « T project prioritization « Asset management
* Risk analysis « Budget approval  Access control
* Risk evaluation * Resource allocation « Cryptographic control
* Risk treatment * Roles and responsibilities  Operations security
* Roles and responsibilities assignment .
assignment
. 32

**BoDs or a committee assigned by the BoDs



SEC [ Three Lines of Defense ]

Governance structure

Reference : COBIT 5 Governance and Management Key Areas
Governance Senior management

Evaluate

1 1

= Monitor
@ & 15t Line of Defense ] 2"¢ Line of Defense ] 3" Line of Defense ]
S =
() D
/ = | \ Responsible persons who Ensure that compliance and Independent persons =
Management govern and manage IT controls requirements are who evaluate and validate >
functions, also implement met, also support compliance and controls E
Monitor control monitor and report implementation of IT policy performance

and procedure, update and
communicate IT risk and
Operation compliance issues.

IT operations Business operations
Risk owners / Risk manageme.nt Committee Il s
Managers ICompliance




E

YT=l Overview : Governance of Enterprise IT

Board of Director / Senior Mgt.

@ lE‘valuation
__gO'UTSTANDING

‘ Excellent E;nff \
[ Very Good *‘ :

\ Average
E Below Average \E‘ Il

Reporting

Policies approved

ﬁ Risk Optimization
(to manage IT risk)
IT security
(set out the risk control)

-

Regular reviewing & auditing

IT risk assessment

WILEY

CONTROL
SELF g
ASSESSMEN] :

BUSINESS

=

= i'm;l'fogmém FKETURY
CONTROLLINGRisk gegay
SREEIUIREMENT

o

AAAAAAA !

__ EDeCiSioN PROCESS

5en

£ INPUT === PRODUCTID

BUSINESS £ =~

s &7
>
el

WA=

> E

25 oee o
- =

=

— \4 x

Control setting




IT Benefit/Value
Enablement

IT Programme
and Project Delivery

IT Operations and
Service Delivery

{ Yo

a

Malicious

Datatgs:e

:1:

kSoftware

IT Project & Operation

W QLROL) o €

| PR

-

? :
’j ,_’ Information
-

lLo

Examples

« Technology enabler for
new business initiatives

« Technology enabler for
efficient operations

+ Project quality
= Project relevance
« Project averrun

« IT service interruptions
+ Security problems
« Compliance issues

Hardware

Applicatij

Risk scenarios

Top Down
Business Goals

e |dentify business
objectives.

* |dentify scenarios with
highest impact on

achievement of
business objectives.

* Identify hypothetical
scenarios.

* Reduce through
high-level analysis.

Generic Risk
Scenarios

Sonseses e e sowicie of e
wcton o 4 cotan acoy.

i i

s
40 10 ate WD e st Geveoments 1
5 of mcisy

§
]
i

ecuert tam 1 ersure vy ol f
malicious eten) o . st e ety

17 eqsment & sccitaly damaget
byl

e srs e sty of pcoeec ot Pt

=

JLEL

) by st o access 1 asberied T st

i by st e sty

Risk Scenarios

Risk register

x %3
o] - -
\'.' = wE
ID Risks SAUE R Controls 59
4 ¥
) ok
Salary surveys TJ
1 |Failure to attract, recruit and retain key staff | SR 3 Training and mentonng schemes T8
Retention packages for key staff TJ
) . ’ . i Staff training TB
2 :x:r:':n:!d::o’c‘o:“‘::ny of " “.‘o - Learning gained from previous deals KW & EL
rol ' products P equity il Review of individual needs in performance appraisal process |TB
PL AB Procedure manuals for processes EL
é - Defined communication channels ZK
communication R 6
3 [Pooc s e e - Documented procedures and processes EL
) Internal training courses EL
4 F.“:l::n: and (o law andios PL 3 Regular updates from various sources EL
i External training courses T8 & EL
- AML annual training TB & EL
5 |Poor detection of money laundering PL 3 - Circulation of BBA awareness circulars EL & ZK
KYC JALL
Insufficient fundsideposits to cater for Liuity ek polioy e
& liending activities SRy Advertising W
9 CK Economic forecasting ICK
Staff training T8
7 |Over-selling credit cards 3 - Credit scoring EL
CK - Forward business planning IZK
lover-deployment of man ik reddinces - Monthly budget against actual review TJ
8 lon regulatory lssues g . Corporate governance ICK
RU CK Monthly head of compliance & CEO meetings ICK
: . Competitor monitoring T8
9 |Failure to capture market opportunities AB 3] Product development 18
SlAs ICK & EL
- 2o - Outsourcing monitoring ICK 8 EL
10 JOv p icy on o s Due diligence ICK
CK - Pols ICK




SEC

Example: Risk scenarios

Risk Scenario Category

1. IT Investment Decision Making

2. IT Expertise and Skills

3. Staff Operations

4. Business ownership of IT

5. Information

6. Infrastructure

7. Software

8. Portfolio Establishment and Maintenance

Example scenarios

Business managers are not involved in important IT investment
decision making

Selection of wrong software / infrastructure

Purchase of redundant software

Lack of or mismatched IT-related skills
Lack of business understanding by IT staff
Inability to recruit IT staff.

Overreliance on key IT staff.

Critical staff turnover

Human error and malicious intent

Business failing to be accountable _
Ineffective Service Level Agreements (aggressive sales)

Data breach / damage / leakage / unauthorized access

New infrastructure is installed and whole systems become unstable
Systems cannot handle load increasing

Failure of utilities (telecom, electricitﬂ)

IT in use is obsolete / cannot satisfy business needs

Failure to develop s/w as business required
Use of immature s/w (bugs)

s/w glitch / malfunction

Unintentional / intentional modification of s/w

Selected programs are not optimizing business benefits
Incompatibility of business systems



S_EC Example: Risk scenarios

9. Infrastructure theft or destruction

10. Malware
11. Logical attacks

12. Industrial action

13. Environmental
14. Acts of nature
15. Innovation

16. Suppliers
17. Program/Projects Life Cycle Management

18. Regulatory compliance

19. Geopolitical

Unauthorized physical access

Theft of development servers
Accidental destruction caused by individual

Virus Infection / Phishing

Network penetration / Industrial espionage / Hacktivism

Staff’s strike / building is not accessible
Third party is unable to provide service

Environmental impact of the used technology
Earthquake / Flooding
Failure to adopt and exploit new technology

Outsourcing (inability to comply SLA)

Failing projects are not terminated
Delays in IT projects
Project budget overrun

Noncompliance with Regulation

Damage caused by political activists / Government intervention /
Terrorist attacks



IT Security



Isec

Chapter 2 : IT Security (12 domain controls)

Info. Security Policy

Operation Security

Communication
Security

Org. of Info. Human Resource IT Asset
Security Security Management

Physical &
Environment
Security

Cryptographic

Control Access Control

Info. Security & BUSINEss Continuity
Incident Management for IT
Management perspective

System Acquisition,
Dev. & Maint.

’ Non-Technology ‘ Technology N 5o




L
YT=l Chapter2:IT Security

[1. Organization of Information Security ] [2. Human resource Security ]
Internal Organization - Information security awareness, education and training
- Information security roles and responsibilities - IT Policy communication
r -. 1 - Segregation of duties - Disciplinary process
B @ - Contact with SEC, relevant authorities, and service
providers

Mobile devices and teleworking

- Policy and measures on the use of mobile devices,
teleworking

1 - Policy and measures for Cloud computing Prior to During Termination of
employment employment employment

I 40



SeC
. . . A g A
use of mobile devices in the operation to access accesses the critical information system with
the critical information system via direct indirect connection to the organization’s internal
connection to the organization’s internal network network systems
systems \_ y
N\ J

Organization’s
Network

] S
AN

————— Organization’s

Mobile Device Critical System
/

P
¢

Orgartization’s
Critical Syste

Mobile Device



SEC

Cloud Computing

What iS CIOUd SerVices ? (& Cloud characteristics

On-demand self-service

Board network access
Resource pooling
Rapid elasticity (scale out)

Service Models:

Software (Consume) a
~ Software as a Service (Saa$) * Web-based email —
C . . * Application
to use the provider’s applications running on « Social media (Blog, Wik :
a cloud infrastructure « Productivity tools (Office365)
Q - -
Platform (Build on it) o

Platform as a Service (PaaS$)

* Application Development
to deploy onto the cloud infrastructure consumer- PP ’

* Developer tool for database

creatpd or acquired applications created using & testing
programming languages, libraries, services, and tools * Decision Support System
supported by the provider

9 Infrastructure (Migrate to it) Y

Infrastructure as a Service (laaS$)

to provision processing, storage, networks, and other
fundamental computing resources where the
consumer is able to deploy and run arbitrary software

* CPU load

* Storage

* Server Capacity

*Network (Bandwidth/Latency)

- ' I 42




[3. Asset management ]

Responsibility for Assets

- Asset inventory
- Ownership of assets

- Acceptable use of IT assets

Asset Classification

- Classification of information

- Handling of assets

S=

Media Handling

- Management of removable media
- Transfer and Disposal of media

[4. Access Control ]

Business Requirements of Access Control

- Access control policy

User Access Management

- User registration and de-registration
- Management of privileged access rights
- Credential (password) management

- Monitor and review of user access rights

User Responsibilities

- Use of password

System and Application Access Control
- Information access restriction

Secure log-on procedures

Password management system

User of privileged utility programs

Access control to source code

SEC



- . SEC
5. Cryptographic control 7. Communications Security
% - Policy on the use of cryptographic controls - - Network Security Management
* - Network controls
- Key management P+
o = - Network services agreements

- Segregation in networks
[6. Physical and Environmental security ]

Information Transfer

Secure areas - Information transfer policies and procedures

@ - Define the secure areas based on risk - Electronic messaging protection
- Physical entry controls - Confidentiality or Non-disclosure agreements
- Securing the areas
000

Equipment
- Prevent loss, damage, theft or compromising of - Data at rest E j

equipment assets - Datain Transit @=———e

- Datain Use -

e



)
SE_C Encryption Control

Encryption Control Bl

- Address the type, strength and quality of the encryption
algorithm

- Required level of protection on sensitive and critical
information

- Managing cryptographic keys through their whole
lifecycle : cryptographic algorithm, key length, secure
process for key management and monitor key

management




[8. IT Operations security ] Control of operation software SeC
@ - Controls on installation of software on the operating
s systems

Operational procedures and

@= responsibilities _ .
C-;i Technical Vulnerability Management

- Documented operating procedures
- Vulnerability assessments with all critical information

- Change management systems

- Capacity management - Penetration testing with critical information systems

- Separation of development, testing, and operational connected to untrusted networks
environment

Logging and monitoring

Protection against malware
i - Measures against malware - Event logging e.g. physical access, firewall,

authentication, internet access, and database
- Protection of log information

Backup - Monitoring and reviewing logs

Information Systems Audit

— - Information backup and recovery test

- Information systems audit controls
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OWASP Top-10 2021 Statistics-based proposal

o op 10 20 OWASP Top 10 2021 proposal
A1 |Injections asls A1 |Injections
A2 |[Broken Authentication asis A2 |Broken Authentication
A3 [Sensitive Data Exposure down1 |A3 |Cross-Site Scripting (XSS)
| | down 1+ |
M XML m Enm m) ” M m Dﬂh Exmn Application security experts could also find interesting distribution these categories by
A5 |Broken Access Control down 1
A6 [Security Misconfiguration down 4 Broken Access Control .
Insufficient Logging &
A7 |Cross-Site Scripting (XSS) |up 4 A7 |Monitoring & , o
A8 |Insecure Deserialization up 3 + A4 ) & ° ’
A9 [Known Vulnerabilities aslis A9 |Known Vuinerabllities
Insufficient Logging &
A10 |Monitoring up 3 A10 [Security Misconfiguration

Source : https:/lwww.immuniweb.com/resources/owasp-top-ten/
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2. Authentication Logs for
Database and Network Access
3. Application Logs

4. Internet Access Logs

YT=H °99ing and Monitoring 9 Types >> log retention 3-12 months

Category of logs Minimum Logging Details Minimum Period of Retention
1. Physical Access Logs » Name of access persons | Dates | Times | Access Attempts (if any)

User IDs | Dates | Times | Access Attempts
User IDs | IP Addresses | Dates | Times.

In case of the securities trading system, the details shall include:
Securities Symbol | Broker Numbers (4-digit) | SET Order IDs |
Account IDs | Dates & Times of transactions (yyyy/mm/dd -
hh:mm:ss:sss) | Source Public and Local IP Addresses | Destination
IP Addresses | Full URL | Terminal Type (if any, such as iPad, iPhone).

The intermediary must be able to identify user identities and Local IP
addresses at the time of use (not applicable to the use via employees’
personal devices).

User IDs | IP addresses | Organization IP addresses | Date | Times |
Full URL of destination website.

The intermediary must be able to identify user identities and IP
addresses at the time of use.

At least 3 months

At least 3 months

At least 1 year for the intermediary
undertaking securities business in
the brokerage, dealing or
underwriting of any securities, which
is not limited to debt securities

or investment unit, and

derivatives agent.

At least 6 months for the intermediary

undertaking securities business in
the area not covered above.
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Y=gl L099ing and Monitoring

Category of logs Minimum Logging Details Minimum Period of Retention

6. Event Logs of Operating Systems

and Network Firewall

7. Network Firewall Logs

8. Database Logs

9. Electronic Messaging Logs

5. Audit Logs » User IDs | Dates | Times | records of reading & editing on data. At least 6 months.

Dates | Times | Event Services for OS such as service status | As necessary and sufficient
Event Services for Network Firewall such as rules modification of ~ for inspection, based on

network firewall. risk assessment of
Dates | Times | Source and Destination IP addresses | Firewall the organization.

Actions | Port Connections.
User IDs | Dates | Times.

User IDs | Dates | Times| Messages At least 6 months.
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mpqummmmh:ﬁwq 1901026 1400 M 13 193 19 90
o pon -t

(including attached files) throughout entire conversations.
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[9. Systems Acquisition, Development and Maintenance ]

Security Requirements

- Information security requirements specification for new
information systems or enhancements to existing
information systems

- Protecting application services information

Security in Development and
Support Process

Testing on new information systems or enhancements to
existing information systems

m Secure development environment

BCP update

Supervising and monitoring the activity of outsourced
development

o
1

Acceptance testing by users or independent testers

SeC
10. IT Outsourcing

Information security in IT outsourcing

Information security policy for IT outsourcing

Addressing information security within the outsourcing
agreement

Measures for supervising the outsourcee to comply with
the SEC requirement

Incident response policy for the outsourcee

Right to inspect operations of the outsourcee

Supplier Service Delivery Management

- Monitoring and review of supplier services

- Managing changes to supplier services



[11. Information Security Incident Management

Incident management procedures

Incident management responsibilities

Reporting information security events

Testing and review the incident management procedures

Collection of evidence

Preparation

Containment
Detection & Eradication
Analysis & Recovery

NIST incident response process

>

Post-Incident
Activity

[12.

Information Security Aspects of Business SEecC
Continuity Management

- Planning information security continuity

- Implementing procedures, processes and controls to
ensure the required level of continuity for information
security

- Defining the recovery time objective (RTO) based on
business impact analysis (BIA)

- Considering redundant information systems

Business

Continuity
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