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Data Controller & Data Processor : Overview
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Data Processor
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Example: Template Data Discovery

Data Data Type Purpose of Data Data Lawful Data Relate Relate BU Actions
Source Subject Process Retention transfer Processing Recipients System Document

nsnsanuuugauaiy  RM Direct Customer Personal Details Lwatﬂumauam none Consent PB Marketing  Share drive uuugauaiu mumsmua"lﬂamaua
PB/Branch Contact Details  Aanssunisaann RM PB, Branch Excel file 1. BU daiAuaiaya File Excel 137
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Example: n151in1 Security Measures

NO Copying / Scan
File, Photo capture
and Save File
beyond work
procedure

Register log of
destroy document
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Checklist and
Control of
Document

Received / delivery

Destroy and use
of physical
document and files

Process of
received and
delivery document
NO using of
Personal LINE
/e-mail / computer

Saving of files
Using of One
Drive/ Share Point/
User password /
role and authority

Register Log of
delivered
document/report

Sending of
electronic mails by
encryption and
masking of data
and using Link

Arrange
Confidentiality
level of Document
and file

Delete of
unidentified files
form personal
drive and One
Drive /
share point
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Example: Security Measures Details

lunsdiAdudiunanasilassydiaugne i Wasdszanau via passport Wia'ldsuunaingnal invinduintaadiauna (Xerox, Scan File, Email, Save File, download, Print ehasdsaasiada) iuusasilunisifuiinssuuvsa
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Performance Verification Process

1. Self Test

- The head of the business
unit selects the processes
that are critical to audit
and makes a self-test
plan.

3. Internal Audit

- The Audit Department
operates according to the 4. Update Board

annual audit plan.
- Report results to the

board of directors

Check to ensure that the security of the information is sufficiently standardized.

PHATRA
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Example GAP #1: Using of Social Medias for Client Information

SRON~

e I e L

Using personal LINE or other social Internal: Using MS Team instead of Internal: Q22021
media for sending/receiving client LINE
personal information
External: External:
1. IT creates MS Team Group for 1/and 2) Set Group MS Team and

using with Vendors / Partners

2. Setup email for outsource staff
(@kkpoutsource.com)

3. Develop Official LINE for Sale /
Marketing / Dealer * AF - May 2021

4. Develop SMS link for prospect / 4) SMS Link — Feb 2021
customer to submit
info/document to KKP

Group email on request

3) Official Line (Line KKP Auto
Connect) / email

PHATRA
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Example GAP #2: Own Device

N - T

« Marketing /Outsource uses own Explore to provide plug in Internal: Q22021
device to process cases application on device and
(Data leak opportunities from register device under bank’s
120 OS / month = 600 dealers standard and work on cloud
/3600 customers = 4200 bases, no save , no download
opportunities) « Treat on bank device standard
« Staff request to use own devices . Explo_re solution_ and decided by
- Develop Software to close the Steering/Committee

Gap on Staff’s devices

PHATRA

10 | PDPA | Compliance Training Program E KIATNAKIN



Example GAP #3: Data Leak & Data Breach

Q@
Ofﬁce 365 Vg

e I L

Found approximately 5500 mails
/ week sent out to free mails
which addresses are similar to
staff's name. This lead to data
leak

Office365 E1 License isn't fully
utilized

Need advance license (Office
365 E3 License) to prevent data
leak. (NO forward, NO download
attached file, recall email, set
active period etc.)

Minimize back office staff’s right
on sending outside Mail.

IT provides user’s manual i.e.
create link to file in One Drive /
SharePoint etc.

Data Steward did users survey
and received 1900 requests for
Office 365 E3 License. Need Biz
Heads to review needs which
related to client Info & outside
mail

11 | PDPA | Compliance Training Program

Q2°2021

Q22021

Q2°2021

KIATNAKIN
PHATRA

a




Example GAP #4: Right to be forgotten / Data Destruction

N - B - B

« May not erase all personal « Announce KKP Data Security Data Security Measure: 18 Jan 2021
information when clients Measure; data inventory to
exercise their right (data file / destroy paper, no unnecessary
paper) on staff's computer copies and no personal drive
storage
- Staff signs PDPA self-Certify Q272021
« Cannot erase all personal
information when clients « Set data retention period for Q22021
exercise their right (voice file voice storage according to each
that stores in the systems / back Biz use cases
up tape) :
 Explore new Voice data structure Q22021

with vendor to comply with PDPA
requirement

PHATRA
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Data Protection — Data Leakage Channel

© e, i

>

USB media External Print External Email Laptop Mobile/Tablet
1. Use company asset only 1. Print only in the office is 1. Block for Free email 1. Use only company device 1. Need EMS E3 for all
2. Authorized by Group Head, standard 2. Allow for Senior manager 2. Provide “Premium Laptop”
under risk advise by DSC 2. Non-office printer is block level & up for customer visit role (Corp
3. *Use case had been 3. Below Senior manager level lending, MarCom, ...)
defined Outside office print if need: use under whitelist (specific
4. BU is responsible to control 1. Fixed printer and less recipient)* Own device:
the media use regularly memory model 4. EMS E3is required for 1. Allow for "Multi-company
5. Annual review by IT 2. Authorized by Group Head Sensitive user group working” employee
6. Return media when transfer 3. Pre-defined the accepted 2. Need register
/ resign outside printer is for 3. Required EMS E3
7. Data need to destroy when - Customer serving 4. Not allow for Sensitive data
return (Marketing, Dealer) access employee
- Large amount of 5. Show up the device with IT
document content for a verification when leave

(Legal)

*QOther needs will be survey

4. Present “Less memory
printer” & “qualified shedder
machine” before authorize
the use

5. IT verify the printer model to
ensure its less memory
before grant*
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Legal comply Checklist

A5anYin Checklist anunlsatfiunstvitidulden w.s.u. AuasastiayasdIuLARR W.A.2562 Lﬂumsaouamﬂmmumﬂ‘luamnsmmsammn
ANua1Ay'leINAITIsvaLiunsTudale warausaiun I wsnaadnssiueuiullauai w.s.u. muum”lm,l,muﬂ“mu

miat1y A151in Checklist

1haia e 's'ma“l,aum/uu'mmm Data Controller aammaoammsuu/mmums AseLiuAIsAAY

19 2.1 (unvialal) HAILANUARYA 6 . Consent an@n (Application form, 1e38u919 Consent 3ausaauasyle Review Final
Onboarding a version wa?

1. fiLawful Basis TunsiAusIusIN a0 atngdayagriuyana (“ﬂsuumwa’uaua " g app) .
Taewnlidunsaate Lawful Basis Aula'ls Aaswasua Consent nauviaueis - agdszadlvueay BU  tauldwsaudulualg
Ussnanataya [Q1/2021]

2. 521 Lawful Basis 1u Privacy Notice T¥iafatau - szuu Consent Management 3uldfonu [Tentative

. ; y N v Q1/2021]

annnsaAtaYaLaringlstaatlunisdssnanatayaazua Consent Tunsaidusa‘lail . i

K ' B 2. Candidate Consent way Onboard - Consent Final
1. hRE msmuamuwﬁmﬁmﬁﬁiﬁ‘lnmﬁmﬁuwémﬁmmﬁuﬁgnmﬁfq, 1151 Consent Candidate C b Byl . & e
Profiling, n13vin Consolidated Statement, ansuala Biometrics tWansAgau = el e Mot ﬂnnmsamsowumumum
uazfududinusiu NDID [1 aanAn 2563] To check with HR
2. WnN9U (swmanma OA): n1sdszunanazaya sensitive data t2Au Aaya - Onboard Consent t3uladuwiinorulnigoueiun
Biometrics tfiatzndin uariayamaul vfaand My 1aiia 2ayannuinig daya [1 aanan 2563] To check with HR

JuUNN dsgifanuannssu L o
- Employee Consent & wmsuwiingiuilaaiiu dula

3. Fumsdunealasingsns dlouwsiYui [April 2021] To check with HR
3. Consent p5unisgunisai - Consent Final

- Bulddousuid [o] sazauaudhaiAmaiad]
4. Privacy Notice - Tdsagsraazidaanisaitdunisaiy Wida 13.
(u1e91 23)
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Awareness n13831vANUNSTRITNTAVANNRIAuAavdYaZULAAR

u

WM TANATaaNAFIULAAA (DPO) mwumamm‘lumsm Awareness aswmmsnf‘luﬁ’nwﬁnmu‘luamnsma“luﬁmmmvuﬁn v uEALY
2addayasdIuuAAR m‘la‘lumwmamLLavwansvmumLnmmaonmauamuuﬂﬂamuwansvmunnaoms doifluilaseadrdalunistundaulviasdns
sunsasfinouindutayasruyanatiullain w.s.u.Auasasdayaiiuynna w.A. 2562 16s115a

Maty AN5sTY Awareness

ok

—2— —
> || | J =
= | Training Class > i
) g & 1 Infographic
__q Amualvlluvangasiiilu Default Course Tvifiy fioassAdandddu wuslawlunisinigua (One Page)
wilnuUNAAY TINGINITNIIUTU uavaslanseaday wiu Do / Don't wialyitdeledne

UauUla LaragInITanan

E-Learning > FAQ >

ﬁ’mvﬁﬁamsf%uumsaauimﬂLﬁanﬁm‘”aﬁahﬁmv wiadl - sumudauuasanstiauiy davindu FAQ &
Ao udaag alvwilnsugiunsaildaniilianasg TAuriaeu MIadIvlusduuy File FAQ 1w
Auauaula wazdnsatnuWe lasaauLag KNufiderusgrunsaran ldaunrledne
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Q/ A o o (74 1
Data Breach / Data Leaks Process nszuiun153ann1stdatNatiinasidadayasiiulaaa
winavidinzayadiuunna

. ms%"s"ma*vﬁaamﬁmmmsmﬁnmmmﬂ"umﬂaamﬁ“ﬂwaawfa:gashuuﬂﬂa
+  JowasadayadiuyrrarvinliiAnanuidanig gaua wlaundas wiadawwalaalildduayaa

P U AR

|
B :
1
i i . *uausnsel
BN S O /> <,
m ]
Customer Care BU/IT '—] ooPC
\\K/ fnuduAsaY
N Data Breach AaYRRIUUAAR
/msaaaan f Form
’\ mamaas\a

wAYLANUDILAYA
*uaausingal

=,

22

(@)

=] %
B 2o

=l ;’_

0]

=

\Lnaomyx i“v?a”L’im/
tAN2avnaya/ . BRI RN
NUAILUG Branc sunIFauAaLIZFvACUSTHTIUNANTENLU
- flurayaxzenialu
) Executlve / DPO JdayaLiia/ - nstil case cyber Uszauanudu IT Security
NOR G ; laint - WATAUIRRNTENY
, eneral complaints - sgduANTULSILASLR M
‘ﬁ - RAIHUIUTNLALNA2ITUNIULNANINTUINTLII JAR
E-mail - | LAY/13a L1dUaIAAYA
= - PUAMRUALINIILA L
Recording - M BU w3ansuldazuaulunisua’la
% - feeunsuaila
K a9URAUsEAN AN AN UIUTFIRAUDINRUFIAR /
Talswreiel
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Data Breach / Data Leaks Process nnsannistilatAntuinasidaziayasdiuuana

A15N15UAILUAAZLTANINNITNANTUINANIENLUALTEALAINUIULLSI
- Aaanuwansaliiluveasfiatiayadiuyananialy
- WATAUNANTENUANTEAUAMUIULSY

- “I,:mmml,aﬂomaawﬁuayta%mwmaamﬂa

- ummLammavuwansvmnmaawﬁuawta%mwmaanﬂﬂa

- Nﬂ'J'mLé’itlx‘)é’ix‘]‘l/mNaﬂ’:‘”‘l/lllmaaMﬁLLa”La%'ﬂ']W“ﬂa\‘mﬂﬂa WIaFIANULAAUTAUANNRaMBAULEN It AYR g 5 &
s ; DPO BU /IT Customer Care
» 4 aanuildatiuasiiefune , ) . o
. y o azifiauasuImaLdenen (¥ (53““‘53353“?'3“"““'5\’““”“}
L AUDIADYR/HUIILUG Customer Care Related Parties
wazlssidiunanssnu J

Related Parties
DPO, BU, IT, Risk,
Internal Audit, Customer Care

fianudeavge
ninansznuaadnsuay
LEENINUDILUAAR KR

ANULAAUSAUANNLR AN aAY

tAN2aIADYA

. fiANULREN
NAgANaNIZTNUGAINAELLRY
LN NUAIUAAR

\

SR RGN
AaRNALALIEININUDIUAAR

- smﬁmumummatﬁmm wdvnaasidfindayasiuynaa TERTANT SwsTAedasunsu Navunalszinlasung
e Tun au9. Analu 72 2. WaRaTaNIsUAY JAR LAY/ NUSUTPIHAUDINFUFIAR
DU UULANSLLUG wWia L[Auavaya

- ApvinTanumuNiaIAg
faranulaaadalvisanu

~
¢ &
B
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Example: Data Subject Right nszurun1stad@nsaaviinaavziayasivuynaa

fnaeny AszuIUNIsAaTAd /NS : aaumuduaaul WiauAaInIvaI21

Source System Consent Management

A . - 1 ( p 2
wAvuanaumNNiusay - nsanANUsTRIATU
n wuunasy
Customer L
(f- \ - NFAUNIOUYNA’ - AUMTRYRYNATLRY 4 - AUMIARYAYNALAY
“ asAFauIIgnAliaN aadauIngnaAliam
Auzautiulinia‘lai Ausantiuliniali
Branch 5
- WAINANTENLIANNNITAAY
ANNduaau

?

?b\
“

Authorize
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Example: Data Subject Right nszurun1slddansaavisraavaiayasdruyaaa

s ] va a va ad ' 1
sty nszuunIsAalAdsnsg: nsualad noauq) WNIUAAINIISE2AN

% . o - 1 )
n wavaald’dng - AsanANNUsERIATY 2
wuuwasu
Customer
\_ J
ffb\ e 3
\ - ATAFAULANRITURAIAU
m LAZAFAUAIAUYNA J
\_
Branch /
Authorize

(V)
Operation /
Center

PDPA Team

wamunguinaaglssnAdvuaduaands

[ SLA @fiunisuainadanialu 30 Sutuanniuilasuuns }
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Data Controller & Data Processor : Open Issues

“1iid Standard Template Agreement #izansutunn Industry

adauananaiaauasuiuiu Agreement Inaannzadauanluaivilszind
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Data Controller & Data Processor : Legal Document

Legal Document : Type

Partner/Vendor/ Prospect
Outsource o )
Agreement e  &eueun NDA LlaARTANIRIUNTANADYR

guuAAaLia Drop
Lead/dsyaanuniynala
Privacy Notice

«  Jouananunudia
- (31T RN
» Privacy Notice

-
» Client Employee/

Candidate

Term & Condition

« Term and Condition
« Application
» Privacy Notice

Application

SRTRTRERN!
Application &iias91u
Privacy Notice
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Data Controller & Data Processor : Agreement

\
/ 2Aaf1uanalIsseuliludaan \
° A “’mugm”aoﬂﬁﬁ’ﬁmunaumﬂﬂfuﬂsawauamuuﬂﬂamnﬂmaa 138 mamﬁumﬁﬁwﬁmunaumuaa"tﬂﬁ"tﬁ (1du

14

i ua9 Data Processor)

.« Avuanindinidnuanmiiaainil PDPA dviua welAeniilasdu PDPA 1y 1) muumﬂsausvﬂynm"lummwmmms
avifinrayasiuyanauay Data Processor Luaamnngumﬂ“l,uvl,mmuumv gL UuaY 2 ) 9¢u SLA WiNLANAA
ummmngumﬂmuum

. nsdiilu Joint Controller agsaditruauavtuainizasusasialvidaiay wazaiadiua Point of contact &3y
hilduavdayaunldd@nieie 9 enuagrung sudimshianunuiialunisdifiunisaiuaindniuadiinvasiaya 1au
Asalldnavayaldinday wiavinaradaya wntdudayan'ladillainasasioisasud) §aiuantayaduiazsiad
AL AUNITONUAIUDAINRIGIE

o "Limsdinnsidamusufe tilavannazrinlwluaginsalatdalaiduinuiu

- asAiualiidadyatimdunsAnasastayasduyanadvnviing widpalagugaasldua

o N N N N R R N R R N R R R R R R gy,

v AsRuuIavihaadayaduyanaLiialdnduan ;
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Example: Document Template

Data Discovery Template
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