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Eletronic Data Privacy and
Processing 4 Security awareness
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Privacy by design Privacy by default
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technical measures physical measures

V| ulsnennuibudud V| s:uuloviudoyagyms /| GuwisAs/duivenasaulu
I (Privacy Policy) (DLP : Data Loss Prevention) l (Fireproof safe/Document cabinet)
7 ulovigmsAkuaansuindv 7 mswiiskadoya 7 ndavovasla
(Access Policy) (Data Encryption) (Closed Circuit Television)
V a1sdaridaanav « asavaouaUasaivaisniv V 13SWasd1sov
nmsuwuvduvayadruunna lLa:asI2AvANAIY (Redundant Server)
\ (DSA : Data Sharing Agreemery (EDR : Endpoint Detection

and Response)
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NIST Cybersecurity Framework

(version 2.0)
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DAMUNUMSIDANSUDVAILUAUKUIIKUAAANLAYIUDONSIU (Asset Lifecycle Management — ALM)
NIST
A o Cybersecurity -
mssuilioAuAsAnnIy m Framework S s TS
< ~ msuavau
% &
YarhuwusuaikamsaidiuanuluavUasanslsuas o) Q
(Incident Response Plan) aghvilus:uutwasudanunannniu . BunasmssasiALUasany
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1 nagnsmsvanmsAULdev (Risk Management Strategy)
2 fwwkuauleguvrguazas:uounisindatou (Policies and Processes)

3 msvamsaunswg (Asset Management)
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Privacy Information Management Information Security Management
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DATA Storage Servers

Clients

| | | |
AISAULAYD é @ é é @ é

5 kanmsUdavaulgvan vrasmsdavaukargyu
IWoaaQ (defense in depth)

ADULAYY

(multiple layers of security controls)
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(access control)
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identity proofing and authentication @
ANSOUEYIOKSD
A1sAIKUQans
fumstinavuas=lsou
authorization
Kanns
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need-to-know basis
Kanas
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need-to-know basis

AGCESS
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AISUSKISIAMS e MSYANSANSMISLITVYDLFIFLIU
e MSUSKISPONSANSMISITIAVOUENS
e MSUSKISDONISTDYANIIUAUSIKSUWGDUCDQUUDVRIBLIU
(user access management) e asnunouansmsiiidvuavRidoIU
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(user responsibilities)
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Security awareness
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POLICIES
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DPA (Data Processing Agreement)
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